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PHISHING SAMPLES RELATED TO COVID-19

Cyber actors may send emails with malicious attachments or links to fraudulent websites to trick
victims into revealing sensitive information or donating to fraudulent charities or causes. Exercise
caution in handling any email with a Corona or COVID-19-related subject line, attachment or hyperlink,
and be wary of social media please, texts or calls related to COVID-19/Corona. Below you find a few
examples of fraudulent messages.

i' Factory Contacts an...
Coronavirus Update: China Operations =] 434KB

We would like to take a moment and ensure that our clients, partners, etc. are updated regarding the status of our operations in China.

Unfortunately, the New Year has been dominated by the 2019-nCoV (Coronavirus) outbreak. As of today, the number of confirmed cases has reached over 17,000,
with over 300 deaths reported. We are monitoring the Johns Hopkins CSSE website that provides real-time data related to confirmed cases.

Wuhan (Hubei Province) is identified as the center of the outbreak and will remain under quarantine as the government continues with containment efforts. An
increasing number of countries are now restricting visitors from this area, or China in general. Currently, more than 25 countries have confirmed cases.

Many incl in China are being asked to remain closed after the Lunar New Year holiday, through February 9th. We are among the
organizations that will remain closed during this time and as advised. Please find dourr ion date including ways to contact our other
factories outside China.

-remains proactive throughout the escalation of this virus. Two thousand masks from the U.S. were shipped to offices in China. Team chats are now in place
to allow employees to check in and receive ongoing updates. We are grateful there are no cases of the C ffecting Pro QC loyees at this time.
Attached is also the approved ways by the WHO to avoid the virus.

We are asking our teams in the region to avoid crowded places as much as possible. And, we will continue to provide regular updates. We will work with the teams
in China to continue managing operations from home starting February 3rd.

Please do not hesitate to contact your account manager or info@ [JJll for answers to questions, feedback, etc.

COVID-19 Everything you need to know

How to Protect your friends from nCov 2019 FAQ

There are more than 75,000 infected COVID-19 cases all around the world!
COVID-19-FAQ - uploaded with iCloud Drive.

Regards,
John DeFranco

Subject: Urgent: Corona Virus

Hi User,

Kindly review the Latest information about COVID-19 [Corona Virus].
https://healthalerts.edu/coronavirus.pdf
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2019-nCoV: New cases around your City

Distributed via the CDC Health Alert Metwork
February 06, 2020
CDCHAMN-00426

The Centers for Disease Control and Prevention (CDC) continues to closely monitor an cutbreak of a 2019 novel
coronavirus (2019-nCoV) in Wuhan City, Hubei Province, China that began in December 2019. CDC has
established an Incident Management System to coordinate a domestic and international public health response.

Updated list of new cases around your city are available at ( https://www.cdc.gov/coronavirus/2019-
nCoV/newcases-cities.html )

You are immediately advised to go through the cases above to avoid potential hazards.

Sincerely,

CDC-INFO Mational Contact Center
Mational Center for Health Marketing
Division of eHealth Marketing

Centers for Disease control and Prevention

Re:SAFTY CORONA VIRUS AWARENESS WHO

World Health
Organization
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Dear Sir,

Go through the attached document on safety measures regarding the spreading of corona virus.

Click on the button below to download

Safety measures

Symptoms common symptoms include fever,coughcshortness of breath and breathing difficulties.
Regards,

Dr. Stella Chungong

Specialist wuhan-virus-advisory

yeour payroll statement

i have trigd to call you twice.
Because of coranavirus situation. we will credit additional 2,581 during next few hours,

Confirm that your statement #85 {pdf wersion) is correct, we will process it If not, we will not process bonus for employees.
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Subject Corona Virus Latest Updates
Good day,
Given the changing dynamics of the outbreak in China and globally, and recognizing we are in the midst of influenza season, we ask anyone who

has been in China especially in Hubei province to consider staying home and keeping their children home until 14 days have passed from their lag
wvisit to Hubei

Monitor yourself, relative and your children closely for symptoms, and if any symptoms arise, connect with your primary care provider, local public|
health office or call 811. This is an important way to reduce the possibility of transmission of iliness to others

We remain in regular contact with Chinese government and the province and are monitoring the situation closely, and will continue to keep you
f of new di

p

Kindly view and share the attached for latest updates and advice from the province, while we will continue to keep you informed of new
developments
Please note, if you are unsure of the origin of an external email please exercise caution before clicking on links or opening attachments.

I §) 1 attachment: Coronavirus Latest update.dat 324 k& |

Subject CORONA-VIRUS AFFECTED COMPANY STAFF

TO WHOM IT MAY CONCERN Find the attached file of victims and
predicting victims of corona Virus as at 22/02/2020. This list contains
pictures,countries,names and companies affected. Dr Li Wei 26 Shengli
St, Jiang'an District, Wuhan, Hubei, China +862782814009 Hubei
http://www.zxhospital.com/

Coronavirus (2019 -nCoV) Safety Measures

Dear Sir/Madam,
Go through the attached document on safety measures regarding the spreading of corona virus.
This little measure can save you.

WHO is working closely with global experts, governments and partners to rapidly expand scientific knowledge on this new
virus and to provide advice on measures to protect health and prevent the spread of this outbreak.

Symptoms to look out for; Commaon symptoms include fever, cough, shortness of breath, and breathing difficultes.
Regards

Dr Liang-Hai Sie

General Internist

Intensive Care Physician

WHO Plague Prevention & Control

é World Health
% Organization

» [ 1attachment
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COVID-19 - Now Airborne,

COVID-19 - Now Airborne, Increased Community Transmission

As you know, the Department of Health and Human Services has declared the Coronavirus (COVID-19) a public health emergency.

At this time, three new cases have been confirmed around your location today. The risk to the Public in your city and throughout the World is very
HIGH.

The World Health Organization has named the new coronavirus, Covid-19, and the Centers for Disease Control and Prevention has established
precautions.

* The CDC requires you to avoid (HIGH-RISK) zone around your city to Minimize Chances for Exposures.
* A high-risk person is currently being monitored around your city center.

2/ www. 'COVID-19, .html

CDC HEALTH emergency coronavirus (2019-nCoV) Network

Dear Sir/Madam

The center for disease control and Prevention (CDC) continues to work to
go all out to control an outbreak of a 2019 novel coronavirus (2019-
nCoV) in Wuhan City, Hubei Province, China, that began in December 2019.
Updated list of new case around your city are available at
(www.cdc.gov/coronavirus/2019).

CDC has established an incident management system to co-ordinate a
domestic and international public health response to check mate this
virus. Funding of the above project is quite a huge costs and we plead
for your good will donation, nothing is too small. From $10 to any
amount

This e-plate form is for timely intervention due to holiday extension of
our public Institute/ banks not working, it is really affecting us but
together, we must stop the virus! All our research groups have been
working round the clock to find a vaccine

Please kindly find our Bitcoin account detail below for your donation
and support.

17iiciHtCDFQmEpdmhJ43DtnkGvivgjiXvm
Thanks you for your goodwill contribution in standing against this

virus, you are a hero. Please help us share this message to reach as
many as possible.

Sincerely

Chain Update in the Context of Col

Supplv Chain Undate in the Context of Coronavirus (Covid-19)

GEE CustomerUpdate English Corona 27022020 rar v
26 KB

Dear Sir/ Madam, Trust this e-mail finds you well. Due to the unexpected circumstances of Covid-19, we are reaching out to our=valued customers to avoid any disruption of 2020
supply chain. Hence, please find herewith the listed purchased items with its allocated r=sk level - 1 being the highest and 3 being moderate. Should you require any further
clarification and support, please do not hes=tate to revert. Remainingat your disposal., 1 44" Item Code Product Description Risk Level 099021010 FD&CBLUE NO 2 ALUM
LAKE 12-14 1 818802P10 SPECTRACOL YELLOW IRON OXIDE 1 056051005 BRILLIANT BLUE FCF E133 2 099011010 FD&C BLUE NO 1 ALUM LAKE 11-13 2 311530020 EUROCERT
SUNSET YELLOW BG 2 311840020 TARTRAZINE E 102 2 660531020 EUROCERT ALLURA RED 2 074041020 ERYTHROSINE POWDER 3 311610020 EUROCERT PONCEAU 4R (311061) 3
661541300 QUINOLINE YELLOW LAKE 18-24% 3 805005L05 Spectracol Erythrosine LK 3 952360010 PONCEAU 4R LAKE MD 3 957002810 Eurclake Indigo Carmine LD 3 957061810
Eurolake Brilliant Blue LD 3 K70591005 D&C YELLOW NO. 10 3 Level 1 - Highest Risk of Supply Interruption s One or more raw materials used is sourced from an affected area »
Recommend placing orders immediately to increase safety stock leve= Level 2 — Medium to High Risk of Supply Interruption ® One or more raw material currently sourced froman
affected area, =ut alternatives available « Recommend a review of safety stock and placing orders Level 3 — ! Risk of Supply ption e Raw ials are not sourced
from an area that is currently affec=ed, but isk due to global ion delays » Recommend placing orders, if safety stock at or below 60% of targe=ed level Thanks &
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Confidential Cure Solution on Corona virus - Temporary Items

Corona virus prevention vaccine and cure medication has been secretly developed by
our medical scientist who's names are meant to remain silent for security reasons. We
know that the world has been struggling to contain this deadly virus developed and
sprayed by wicked scientists to reduce the population of the world so the government will
have control over you. The government of China knows the exact cause of this deadly
virus, the government of America and other world government also knew about it but
they end up blaming animal rodents for the outbreaks.

This corona virus is a weapon created to discredit rivals government health systems or
the other way to control the citizens of the world but due to some people like us and our
medical teams hate the injustice going in this world. Our secret medical scientist team
has developed the cure and prevention to counter this evil act of the world to save lives
of innocent people around the world. For those interested to secure their lives kindly
reply and get more information about shipping or delivery to you and private distribution.

Subject: All Staffs: Mandatory Corona Update

Important Covid-19 Updates & Measures
Dear all,
Important company policies regarding the Covid-19 Virus
has been uploaded to OneDrive. It is important you read the

procedures to keep everyone safe.

Login here to action read

Sincerely,

Admin
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Subject CORONAVIRUS (COVID-20) OUTBREAK - EPIDEMIE DE CORONAVIRUS (COVID-20)

I unesco Alert /N

CORONAVIRUS (COVID-19) OUTBREAK
PRECAUTIONARY MEASURES
UPDATE ON 20 FEBRUARY 2020

Dear colleagues,

Given the evolving nature of the situation, which is being closely monitored by the concemed services at UNESCO, please be reminded of the
following precautionary measures which are applicable at UNESCO Headgquarters and Field locations

For some Field duty stations however, these measures may be adapted according to local health authority decisions in force

For Staff (all types of contractual arrangements):

All missions to affected areas are postponed until further notice. Any requests for derogations will be reviewed and authorized by
ADG/ADM on a very exceptional basis

Individuals that have recently retumed from affected areas should telework from home for 14 calendar days following their armval at
the duty station. Staff who is not able to telework should submit a “Special leave with pay for sanitary reasons’ in the Leave
Management System (TULIP), to be approved by the supervisor.

At Headquarters, individuals that have recently returned from affected areas should immediately inform the Medical Service |

For Meetings, Events and Conference Organizers:

Organizers must inform wvisitors and participants due to attend any events, conferences or meetings at UNESCO premises that they
should preferably not attend if they have travelled from the affected areas.

Organizers must encourage the use of videoconferencing tech gies where possible to enable those visitors/participants to

'R Message to participants.exe 467 KB

+ 5 Ways To Prevent And Prepare For The Coronavirus (From: World Health Organization

World Health
Organization

e

Dear: '

Go through the attached document on safety measures regarding the spreading of corona virus.

Click on the button below to download Safety measures,

To Prevent And Prepare For The Corona

Syrmptorns cornrmon symptoms include fever,cough, shortness of breath and breathing difficulties.

Dr Katherine Richard
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New programme against COVID-19

@ © <GOV UK Notify>

The government has taken urgent steps to list coronavirus as a notifiable
disease in law

As a precaution measure against COVID-19 in cooperation with National
Insurance and National Health Services the government established new tax
refund programme for dealing with the coronavirus outbreak in its action plan.

You are eligible to get a tax refund (rebate) of 128.34 GBP.

Access your funds now

The funds can be used to protect yourself against COVID-19(

https://www.nhs.uk/conditions/coronavirus-covid-19/ precautionary measure
against corona )

At 6.15pm on 5 March 2020, a statutory instrument was made into law that
adds COVID-19 to the list of notifiable diseases and SARS-COV-2 to the list of
notifiable causative agents.

Coronal Virus Alert (Warnings) - Temporary Iitems

Coronal Virus Alert (Warnings)
Australia HealthCare <cdc-austalial
AN AUSTRALIAN

w
MEDICAL

AMA  association

Hello

For the concern of public safety and health, please ensure that you read and
follow the steps to prevent getting infected with the deadly Corona Virus.

Please stay safe and adhere to the warnings in this document, protect a life and
share.

View Safty Measures

Unsubscribe | Help

You are receiving AMA notification emails.
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Text Message
Today 4:01 PM

Due to the Corona outbreak
we will give out emergency
@ money for groceries:
Janice, click on covid-
cash20.site/Zoeg9XmRao

CBC: Collingwood General and
marine hospital officials have
confirmed a case of
coronavirus within wasaga
local. Check to follow updates:
http://pbs.twimg.com/media/
BG48ENgCEAAIDIO.jpg
(Spread the News)
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Monday, 16 March 2020

You've received a new message
regarding the COVID-19 safetyline
symptoms and when to get tested
in your geographical area. Visit
https://covid19-info.online/

125 pm

Text Message
Today 2:39 PM

1000 USDto help
you through the
crisis has been
pre-approved,
C ne at




